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HIPAA Breach Cost Worksheet 
Organization  

 

 

Notification - Required Costs  Per 1000   Est. Totals 

Costs of prin�ng, stuffing leters and other mailing costs. $1,000 Postage for 1000 leters at .66 Each $660 
Iden�ty The� – Cost Per Leter Mailed @$3.84 $3,840 Iden�ty The� Protec�on(Ave. 20% @ $40.52) $8,104 
Sub Total $13,604  Total 
 

Organiza�on Costs for No�fica�on Per Record $13.60 x  $ 
Per Pa�ent # Pa�ents 

 
 

IT Costs Est. Totals 
 

Forensics  Average $5,000 to $50,000 based on complexity. $100,000 for large prac�ces. $ 
 

Restora�on Costs associated with rebuilding systems including configura�ons. $ 
 

Replacement 
Equipment 

Servers and worksta�ons may need to be replaced so the organiza�on can 
resume opera�ons and keep infected systems available for forensic review. 

$ 

 

Increased 
Security Budget 

Your organiza�on will need to spend more money on IT Security Controls. $ 

 

Sub Total $ 
 

Legal, Regulatory and Staff Costs Est. Totals 
 

Legal Fees  Breach Atorneys charge as much as $950 per hour. $ 
 

Costs to Defend Lawsuit Lawyers will go a�er you for negligence, based on HIPAA 
regula�ons and FTC Viola�ons of Unfair Trade Prac�ces. 

$ 

 

Mee�ngs/Staff Time Staff and consultant mee�ngs to review and respond. $ 
 

Down�me Loss income, rescheduling pa�ents, employee costs, etc. $ 
 

Regulatory Fines 
Recent fines imposed by the OCR and 
also included Correc�ve Ac�on Plans. 

Unpatched So�ware:  Fine of $150,000  OCR noted in all of these recent 
fines a finding that no 
comprehensive Risk Assessment 
had been performed. 

$ 
Phishing Email Clicked: Fine of $480,000 
Misconfigura�on  Fine of $ 75,000 
Ransomware Fine of $100,000 
  

 

Sub Total $ 
 

Other Costs Est. Totals 
 

Impact on Your Reputa�on Your reputa�on may take 3 to 5 years to recover. $ 
 

Other:  $ 
 

Sub Total $ 
 

Estimated Cost Summary Est. Totals 
No�fica�on Costs $ 
Es�mated IT Costs $ 
Legal Regulatory & Staff Costs $ 
Other Costs $ 
 

Estimated Total Costs Of A Breach At Your Organization $ 
 


